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HELLO!
● Mathematician.

● Strategy and Digital Transformation Advisor in the areas of innovation, 

digital ecosystems, digitization of business processes and generation of 

new business models based on exponential technologies.

● Global Head of Digital Ecosystems and Blockchain at NTT Data EMEAL.

● Co-founder and board member of the Spanish blockchain consortium 

Alastria.

● Ambassador of the Blockchain LACChain alliance for Latin America and 

Caribbean countries led by the IDB innovation lab.

● Author of the book "Blockchain: the decentralized model towards the 

digital economy" published by Ra-ma, 2021.

● Co-author of the book "Blockchain: the industrial revolution of the 

internet" by Grupo Planeta, 2017.

@rfhergueta



Before starting …

NOTICE TO THE AUDIENCE This presentation is focused on 

providing an executive overview of the state of the art of this 

emerging concept, from a business, technology and 

regulatory perspective.



Digital 
Economy

“I didn't believe that the world could be 
transformed, but I do believe that every 

day you can change things.”.

FRANCOISE GIROUD
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Exponential Business
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Emerging Technologies
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Ecosystems in the new 
digital economy
To meet growing customer expectations, companies are 

expanding their range of products and services as never 

before. They are also forming alliances with other 

companies, including competitors, to create 

complementary networks of offerings and services. The 

resulting ecosystems of companies will define the new 

global digital economy.

Drivers: 

• Multidisciplinary approach: Participants (alliances and 
partners), governance model, incentive model, business 

model and technological platform.

• Community generation.

• Scalability and sustainability plan.

• Impact assessment on incumbent stakeholders and 
mitigation plan.



• Expensive to build and maintain.

• Inefficient to establish and sustain real trust via identity proofing.

• Prone to data proliferation and privacy abuse by way of data aggregation.

• Exposed to privacy regulations due to the collection, storage, and analysis of the sensitive 

data.

• The cause of myriad data quality issues due to many silos of information.

• Vulnerable to security attacks with major data loss exposure (due to centralized 

repositories)

• Susceptible to identify theft due to a lack of control by the identity owner.

• Are not censorship-resistant since identity providers can suspend accounts at their 

discretion.

Issues with current digital identity management systems



A sad reality

1 billion individuals around the world lack proof of identity.

Given this is 14% of the global population, it’s clear that there is a major 

problem with the way identification works today. 

Not only does this problem bar 3 of every 20 people in the world from 

the human right of personal identity, but it also contributes to huge 

setbacks for global development, and social and financial inclusion.

In 2018, more than 2.8 

billion consumer data

records were exposed in 

342 breaches at an

estimated total cost of 

more than $654 billion.

Healthcare was the most 

affected industry, with

the sector falling victim 

to 48% of all breaches.

Date of birth and/or 

Social Security Numbers 

were the most frequently 

compromised type of PII . 



New model of 
identity

Self-sovereign identity (SSI)
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FROM WHO AM I?

Self-Sovereign Identity (SSI)

TO WHAT CAN I DO?



Self-Sovereign Identity (SSI)?

As the name, self-sovereign identity, can be a bit misleading, it’s important 

to clarify that self-sovereign identity does not entail individuals certifying 

their own identity. 

Therefore, self-sovereign identity proposes sovereignty for the individual 

not in the issuance but in the management of their identity. Firstly, this 

model enables sovereignty for individuals over their digital assets and 

credentials using digital wallets. 

Secondly, when the subject of these digital assets and credentials presents 

them to a third party to prove ownership, the third party does not need to 

reach out to the issuer to verify them, as they can go against a public, 

decentralized, and immutable registry, such as a blockchain network, 

where the cryptographic proofs of the asset or credential were registered 

and are maintained by the issuer in a standardized and trustable way.



Self-Sovereign Identity (SSI)

Example of the presentation of a digital diploma for a job application without (left) and with (right) self-sovereign identity.



SSI Ecosystem

• Verifiable Presentations (VPs)
• CAs and trusted lists.
• Verifiable Credentials (VCs)
• Digital wallets.

• Decentralized Identifiers (DIDs)

• Identification, authentication and 
authorization.

• Decentralized networks.

TECHNOLOGY REGULATION TRUST FRAMEWORKS

• Governance models.
• CAs and trusted lists.
• Levels oof assurance.

• Electronic signatures.
• Transactions.
• Certificates.
• Timestamps.

• Data protection and 

privacy.



The Road to 
Adoption
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Challenges

1. Adaptation of current information and digital systems.

2. Back-ups.

3. Comprehension of the concept by legal community.

4. Data protection.

5. Digital Wallets.

6. Individual’s adoption.

7. Involvement of governments and policy makers.

8. Key-recovery.

9. Privacy.

10.Pseudonymity.

11.Recognition of standards.

12.Right to be forgotten.

13.Robust decentralized registries.

14.Trust frameworks.

15.Use of biometrics.

16.Zero Knowledge Proof.



Alastria



LACChain



EJEMPLOS PROYECTOS - INICIATIVAS

Enrolment Creation and management of 
child identities

Obtaining and presenting vaccination 

certificate

Receiving help

LACChain



“Every time an app or website asks us to create 
a new digital identity or to easily log on via a 
big platform, we have no idea what happens 
to our data. That is why the Commission will 
soon propose a secure European e-identity. 
One that we trust, and that any citizen can use 
anywhere in Europe to do anything from 
paying your taxes to renting a bicycle. A 
technology where we can control ourselves 
what data and how data is used.”

Ursula von der Leyen, President of the European Commission, in 
her State of the Union address, 16 September 2020



European Commission - EBSI



eIDAS 2 proposed regulation, 

establishing a framework for European Digital Identity.

#1 Vision of identity as a public good. 

#2 Model oriented towards self-managed digital identity in terms of citizen autonomy 

in the presentation and management of their certificates, as well as in terms of security 

and data protection.

#3 New market structure of identity attributes that breaks with previous schemes and 

dynamizes the exchange of data by the data subject, complementing existing initiatives 

and enhancing the digital single market.

#4 European Digital Identity Wallet.

#5 Electronic Attribute Certification.

#6 Distributed electronic ledger.



How will the new Digital Identification 

Regulation in Europe work?

“A public identity wallet fosters a new 

data sharing market for identity 

attributes, under the self-control and 

autonomy of the citizen”

What kind of new 

business models do you 
see will arise from the use 

of SSI?

What benefits does it 

have for the users?
The European Digital Identity Wallet 
may solve one of the major barriers 

for the development of the Digital 

Single Market, which is of course lack 

of a secure and convenient 

identification scheme. It may imply 
an effective European identity 

metasystem, because users would 

have the right of using this Identity 

wallet for strong authentication in 

online access to public services; in 

the areas of transport and financial 
services, as well as in the large online 

platforms, under GDPR principles”

SSI is a new paradigm for identity management,

which ensures full control by users of their identity
attributes.

The eIDAS 2 proposal bases SSI in a foundational, high

level of assurance, identity wallet, which is granted by
the State. This is a game changer in the market,

because regulating the issuance of attestations of

identity attributes as a trust service will facilitate the

digitalization of the identity data and its trustworthy

sharing as an economic activity while ensuring full

autonomy of users.

One key concept for the future development of this

market is the legal effect of the presented

attestations irrespectively of its form, which will allow
giving a legal effect even to zero knowledge proofs,

i.e. instead of presenting an official ID will all my data

to be able to buy alcoholic drinks I just generate and

present a mathematical proof that I’m older-than-18.



Electronic ledgers have been proposed 
as new trust services: what are the 
benefits of this approach?

A regulation for electronic ledgers is of 

paramount importance to give legal effect to 
the transactions contained within. 

According to the proposed Regulation, a 

qualified electronic ledger shall enjoy the 
presumption of the uniqueness and authenticity 

of the data it contains, the accuracy, their date 

and time thus, supporting the legal validity of 

transferrable records or NFTs.

This approach will also foster the adoption of DLT 

because it defines a proper liability regime.

How can electronic ledgers provide 
these new trust services?

Electronic ledgers and, more specifically, distributed ledgers such 
as blockchains, are one of the most disruptive technologies ever 

seen.

To ensure an appropriate level of trustworthiness, the proposed 

Regulation considers that qualified electronic ledgers must be 

created by one or more qualified trust service providers or 
providers, by implementing technologies that ensure the 

requirements set forth in the Regulation. One can think of miners 

or validators as these trust service providers. They’ll need to select 

and apply proper cryptographic algorithms, consensus protocols 
and security measures, amongst others

.



THANKS!!


