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IT service management: security’s best 
friend

Why IT service management teams 
must play a key role in cyber resilience

Information security governance

Integration is the Key: Make IT or Brake 
IT

Cyber Attacks are happening NOW! 



The goal of ITIL Information Security Management

3

“align IT and business security and ensure that information security is effectively

managed in all service and Service Management activities.”

Security is not a single step in a service lifecycle. It’s a continuous, integral need

that requires stringent controls.

Integration of security best practices into service management best practices

processes enables the organization to lower the overall cost of maintaining

acceptable security levels, effectively manage risks and reduce overall risk

levels.



IT service management teams must play a key role in cyber resilience
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✓ Collaboration and co-ordination between the information security and the IT

service management (ITSM) teams is essential. Each team can provide their

own perspective, leading to more effective working practices.

✓ Greater collaboration between the Information Security and IT service

management teams will develop shared goals and help design and deliver tools

and processes that cut across silos in an organization.

✓ In order for any organization to be more resilient to cyber-attacks it needs to

ensure that all of its people are placed at the heart of any effective cyber

resilience strategy.



IT Service Management Supports IT Security 
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Access management is how access is granted in a consistent 
way per IT security policy.

Event management is about automated alerting. This process 
arguably supports IT security’s need for logging and can ensure 
appropriate events are captured.

The Service Desk can have mechanisms to trigger the security 
incident process if a security incident is identified.

Service level management can help communicate the level of IT 
security that users should expect in a system.

IT supplier management is about managing third-party vendors. 
This process can take guidance from IT security management 
to ensure that vendors meet security requirements



Processes of ITSM Information Security Management in detail

(Information Security Management is part of ► Service Design)
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Integrate Security in your DevOps Culture
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Information Security Assessment and Test 
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Vulnerability assessment is a systematic review of security

weaknesses in an information system. It evaluates if the system is

susceptible to any known vulnerabilities, assigns severity levels to

those vulnerabilities, and recommends remediation or mitigation, if

and whenever needed.
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In the rapidly changing industry of technology, organizations constantly face

cybersecurity risks which may lead to intrusion of business operational

processes and disruption of critical Business and IT services. A penetration

testing provides an excellent assessment of the cybersecurity measures in an

organization.

Source: www.pecb.com

Pen Test



Measuring Effectiveness
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Metrics and KPIs can keep track of how efficient and effective your

Information Security Management process and activities are.



Large Scale DDoS attack leads to unavailability of Governmental 

and Financial Services
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* Να σημειωθεί ότι πριν από μερικές 
ημέρες, Τούρκοι χάκερς είχαν προχωρήσει σε 
κυβερνοεπίθεση και είχαν «ρίξει» τις 
ιστοσελίδες της Βουλής, της ΕΥΠ, του 
υπουργείου Εξωτερικών, του Χρηματιστηρίου, 
αλλά και του υπουργείου Οικονομικών.

Source: www.kathimerini.gr



To Wrap it up……..
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Greater collaboration between the Information Security and

IT service management teams will develop shared goals

and help design and deliver tools and processes that cut

across silos in an organization. In turn this will deliver real

value, helping a business ensure that it receives the

greatest possible benefit from the critical information it

owns.



Enjoy the Panel Discussion! 13


