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R&D EU Funded Projects Byte
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**InteropEHRate

SmartWork interopEHRate INACHUS

InteropEHRate aims to support
SmartWork is a European peoples’ healith by opening them up Technological and
project that aims to design new ways to make health data Methodological
and create age-friendly living | available where needed. To make this |Solutions for Integrated
and working spaces. possible, key health data is managed Wide Area Situation
in “patients’ hands”, i.e. through Awareness and Survivor
Byte’s Role: Coordinator Smart EHRs (S-EHR) on mobile Localisation to Support
devices. Search and Rescue
Programme: H2020-5C1- Teams
DTG-03-2018 Byte’s Role: Partner
Start date: 1st January Programme: FP7-SEC-
2019 Programme: FP7-1CT-2009.7.2, 2013-4.2-1
Duration: 36 months Accessible and Assistive ICT
Start date: 1st January 2019
www.smartworkproject.eu Duration: 42 months DELIVERED

https://www.interopehrate.eu/
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Development Services Byte

a “multilingual” environment
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BYTE PKI

(YroSoun Anpociou KAeldtov) Byte
Ano to 2014
Miotonownpévog Mapoxog
’ ’ elDAS-
Avoyvwplopévwv Wndlakwv compliant

Ynoypadpwv




Wndakn Yrioypadn Byte
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*  Noptkn lox0 tooduvapn e tnv WLoxeLpn umtoypadn

(ApBpo 25 map. 2 EK 910/2014)
*  ATMOUOKPUOUEVEC oUVAAAAYEG e UPNAO eTtiredo Staodaiiong
*  Taxvtnta oTLC CUVOAAOYEC




Wndrakn vs 1616xepn Yroypadh Dyte]
‘EXEL TNV 61a VOULKA oYU HE TNV WBLOXELPN utoypadn HE
HEYAAUTEPN OUWG alopAAELa yiaTi:

Eival povadikn/
StapopeTikA yia
ka0 éyypado

Elval aduvatov va
nAaotoypadnOel

Meta tnv PndLakn vmoypadn
onoladnmnote tpononoincn oto
gyypado yivetal avtiAnmeiy




Meiwon KooToUG

Ztnv avtaAlayn twv eyypadwv
(taxubpoptka kot E€oda KoupLep)

2T1c Stadikaoieg motonoinong unoypadng
(emikupwoelg eyypadwv)

EAaylotonoinon KOoToUuG EKTUTTWOEWV
(xapti, peAavt, MOANATIAEC PWTOTUTILEG, LETADOPLKA,
epyalopevol)

Meiwon nepBAAAOVILKOU OLITOTUTTWLOTOG

Kapia avaykn ywa «puotk» apxelof€tnon

DIGISTATS 0

JUpdwva pe peA€Tn tou IOBE n eupeia uoBETnon ¢ Xprong Tng
PnodLakng urtoypadng amno tov Snudcto Topéa otnv EAAGSa Ba

obnynoel og e€olkovopnon 380 eKAT. EVPW ETNOLWC.
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E¢olkovopnon xpovou

* Avefdptnta ano tn yewypoadlkn anootaon, n
Pndlakn voypadr) EE0LKOVOUEL XpOVO O OXEON
pe tn hard copy avtaAlayn eyypadpwv

* AneAevBipwon Tou avOpwmnivou Suvapkou yla
TNV TILO MOLOTLIKA alomoinon Twv wpwv £pyaciog

* Aev anauteital n $uolkn mapoucia Twv
EUMAEKOUEVWVY O€ pia cuvaAiayn (m.x. cuppaon,
QLTAOELG o€ TpATeleq)

Byte
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EukoAia otn xprion Byte
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Ta nAekTpovika €yypada prmopouv vo uttoypadouv
XwpLc va armaltteital n $uoLkn mapouvacia oto ypadeio.

* Laptop
* Desktop (H/Y édnuooia xpronc)
* Tablet

e Smart Phone

Apa n vntoypadn UnopeL va yivet
OTIOUSATOTE KOl OTLOTESATOTE.




NMwg dnpovpyeiton n Ynodraxn vroypadn Byte]

1. Me 1o I6wwtiko KAewdi (Private Key) o amootoAéag

* Kpumttoypadel To pAvupa (tn ovvtpnon tou gyypadou)
* TILOTOTIOLEL TNV TAWUTOTNTA TOU OTOV MAPAANTITN

2. Me to Anpadolo KAewsi (Public Key) o mapaAnming

* enaAnBeVoel OTL TO apXEio elval AUTO aKpPLBWC ToU E0TELAE O
OTTOCTOAEQLC.

PQP Pn_P
/) v @

Private Key Public Key




XpHoeLg Byte
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Tpamelec

Artnoelc Motwtikwy Kaptwv, Aaveiwv K.a.
KAadocg Yyelag

Juvtay£g ~400.000 kaBnuepva
* Alaywviopol I6uwTtikoU kat Anpooiov TopEa
* ARuol

* ANUOTIKEG KANOELC
2x€on MOALTWVY HE To AnNuocLo

MLOTOMOLNTIKA, OLKOSOUKEG ASELEC, KTNHOTOAOYLKA, K.OL.

|6LWTLKOG TOMENS

*  JUupBaoelg petal mpounBeutwy

* EvtoAég Ayopdg

* Awnpata kot Eykplon E€o6oAoyLou

*  Omnoleg dtadkaoieg amattolv VOULKH LoxU






T CUCTOTLKA OTOLXELOL TWV Byte
Avayvwplopévwv Wnedrakwv Yroypodpwv

Avayvwplopévo Wnorako Mictonointiko
*  Token-AodaAng Aldtaén Anpouvpyiag Yroypadng

* Remote Signing Ue xprion amopokpuopevng AAAY
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To npoBAnpa Byte
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KaOs opyaviopog £XEL VA AVTILUETWIILOEL KAONUEPLVAL:

o X\tadec eyypada yia Staxeiplon Ko apxeLoBETNON UE VOULKA LOXU
e Altparta ywa apeon EumnpeTnon
* TrApnon mMPWTOKOAAOU Kot apxeiwv kataypodnc




DGSign — H Abon Byte
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* MAatdpopua Zulloync Yroypadwv
* Autopatn EmiBeBaiwon Yrnoypadwv
* XpAon amno €EUTIVEG CUOKEUEG



DGSign — Autopatonoinon AlaSitkooLwy Byte
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* AUVOULKEC POEG KOl EYKPLOELG eyypAdpwv

* Tipnon aplbpwyv mMPpwTtoKOAAOU/UNTPWOU

* Evnuepwoelc pEow email/SMS yLa EKKpEUNG EPYOOLEG
* Wnouakn umtoypadn eyypadpwyv

* TRapnon apxeiou




DGSign — BeAtiotonoinon Kéotouc Byte
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BeAtiwon amodotikotntac epyaloptevwy
EAaxLotomoinon KOotoug Asltoupylag Kal ocuvtipnong
100% Ynorakn mAatpopua xwpic Evtumeg Stadlkaoieg
Yriootipién Cloud kat On Premise eykataotaong




DGSign — ZUyxpovo MNeptBaAlov Epyaoiog Byte
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MARpng mpooBaon anod kabe cuokeun, KABE oTyun
Joyxpovn gudavion

Yrootnptén OAuth

Kataypadr evepyelwv yla eUKOAO EAEyXO

* TNpoNyHEVOG UNXAVLOUOG avalrtnong




DGSign — Emektaolpotnta
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e AUVOTOTNTA EMEKTAONC TNC
AELTOUPYLKOTNTOC LEOW
npocBetwyv (add-ons)

* AUVATOTNTO TTPOCAPMOYNC
dtermadng xpnotn (Branding)




Case Study: Banks
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Miotomowntika Miag Xpriong

Evowpatwon pe to Web Banking
kat Core Banking Zuotpata




Awadikaoia Yoypadng Aaveiouv

Auteital 8davelo
opilovtag to
Uog tou
Saveiov

0 xpnotng

ELOEPXETAL OTO
Web Banking

Ta xprpata
ekTapLeVovTaL
AUETQ OTO
Aoyaplacuo

EKTILWHEVOC XpOVoC ekTapievonc: < 30 Aemta

H tpdmnela
Slevepyel
TUOTOANTTTIKO
£\eyxo
OQUTOHOTOTIOLN KL
£va

Yroypadel tn
ouupaon pe
TULOTOTIOLNTLKO
HLaG XPriong
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Eddoov o
€\eyxog elvat
BeTkog,
OUVTAOOETOL N
cuuBaon

EvnuepwveTat o
Xprotng va
£L0ENOEL €K

véou oto Web

Banking



Enoueva Bpata Byte
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* Ekdoon HE ATOUAKPUOUEVN
Totonoinon

e Opyaviopol wc ldentity
Providers yla tnv €kdoon
P NdLaKwWV TILOTOTIOLNTLKWV

* Mobile First mpoogyylon




Powered by IBM Power Systems Byte

Unplanned Downtime in 2017 - 2018 (Hours per Year)

M AIX on Power Systems

0.1 E Emterpries m 2008

1BM RHEL/SUSE Uburiu on Pawar
' ass®y misson
Lenova RHEL Linux x88 0.12 | crivical cose
! roNobiTy as 0.20 (12
Lanovo Uounty 013 | L) v sniver, per
H

yoar, of e

HP UX/Integrity

Cisco

Dall RHEL/SUSE

Windows 12 x88

HP Prodiant RHEL

HP Prolisnt Ubunty

Oracke Sun xB86 Oracle Linux

Ovacia Solans SPARC

“IBM POWERS8-based processor systems and
the latest POWERS9 servers provide several key
feature/function advantages that advance

reliability and enable customers to lower Total
Cost of Ownership (TCO) and achieve near-
immediate ROLI.”

Availability
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PowerVM has 0 reported
security vulnerabilities

Hypervisor NIST Processor
search term NVD Architecture
(unfiltered) Results
VMware 951 ; X86°

\
Windows Server 761 I x88 1

PowerVM 0 POWER

Source: Natonal Vulnerabiity Datab Dt davd ot gov), as of Oct
24,2017

Security



Powered by IBM Power Systems Byte
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Most emerging technologies and workloads are supported on POWER

Linux Distributions on Power Systems

Spark’ T Neo:
Full Enterprise Support Q?I @JUJU
;,'Z:'k’f-\::.'-::-; & @ Y =
'SUSE ‘ redhat u b_U.n tU 0¥ w BB . BEN -
’ B casandre & DA]A!W o 4 ENTERPRISE
i Cloud
Redis Big Data and Pg(;fnimﬁ?]‘;e WF‘-r’-lrrn' A
e SAP HANA énlalt){tlcs and Elastic .
olutions e /;?
_I':;!‘ - MariaDB
e CentOS @ e ,
?suse w debian ® mongoDB BLOCKCHAIN B3 openstack

Enterprise Support

Community Supported distributions available from IBM

OPEN ‘.}d(VM *dOCer

Linux NeptBaiiov Néecg texvoAoyieg
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