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Rules and guidance for drone operation
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https://uas.hcaa.gr/
https://www.easa.europa.eu/domains/civil-drones-rpas

Rules and guidance for drone operation

The new EU rules ensure that the following are respected:

* *
New EU-wide rules

for drones from 2021 safety privacy data protection environment
* * https://www.easa.europa.eu/domains/civil-drones-rpas
* Upon request of the owner
of the artificial obstacle ke Eﬂé&

Drones

https://uas.hcaa.gr/Faq
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https://www.easa.europa.eu/domains/civil-drones-rpas

The top three issues of concern about commercial drones
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Categorizing UAS: Related Cyber-threats

* Disabling adversary networks
through local interference

Harvesting adversary credentialing
information

* Data collection and probing

(CV
* Botnet-style stealth network infection
enabled by mobile UAS and poorly
Adversarial protected personal WiFi networks
and other  « Cascading infection of Internet of

UAS - Things (e.g., home appliances,
| % ? lightbulbs, car-charging stations)
<. - spread through mobile UAS

‘&

UAS as cyber weapons

* Spoofing of law enforcement UAS
to misrepresent location information
or collected probe data

* Take-down, lock-out, or takeover
of law enforcement UAS

* Theft of UAS identity, network, or
collected probe data

* Distorting or destroying collected
probe data

* Take-down, lock-out, or takeover of
adversarial UAS

UAS as cyberattack targets



Communication attack on ATM systems

Attack Scenario to Airport facilities

RSR/MSSR
Radar

Step 1: UAV inspects and records

Cls location and vulnerabilities
(Navigational Aids, Com-transceivers
or Radar)

N\
Com Transceiver

Day X

Step 2: UAV attacks Cl by:
1) Carrying explosive

payload

2) Emitting interference

signal

Air Traffic Management
Unmanned Station




How to protect ATM & Airport facilities?

> T~ . UAV approaching at 15m/sec
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Communication attack on ATM systems

Attack Scenario to Airport facilities

Step 1: GPS sends position

b > Step 1: GPS sends position
information to aircraft \\ j'o

information to aircraft
/]
4
Step 5: Attacker receives ADS-B data
' Step 2: Aircrafts communicate speed, position and ";)
= afitude data with eachother % "%
_ﬁ F ‘ F/) ) > ‘

Step 6. Attacker injects ghost aircraft (UAV)

with spoofed identity to mislead instruments !

of controllers and pilots

(w)

Step 7: Attacker is able to launch physical attack
using UAV to intercept flight route

g ’ jf ‘ Step 4: These data displayed
to ATC (Air Traffic Control)
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C-UAS Technologies

Receive a signal at the antenna

) Drone arrival  Detecting
Detected image direction range Drone arrival

direction map display

Lights up when
drone is detected

Search mode select
(Manual/Auto)

Buzzer ON / OFF

Installation
position

Video Display History event display /
(Able to display a maximum of 6 images Spectrum display
from each sensor)

Countering
rogue drones

Visualize the drone signal
in the video image
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DROMNE INDUSTRY INSIGHTS

COUNTER-DRONE WORKFLOW AND SOLUTIONS

Sensors: Non-interactive' Response:

* Acoustic
e&‘ VisuallEQ

Detect, Track & ldentify

Drone Alarms

Close Window Blinds

Shut Down Wi-Fi

BiCim?

@2020 all rights reserved | DRONE INDUSTRY INSIGHTS | Hamburg, Germany | www.droneii.com

*
I * Radio Frequency (HF, VHF, UHF) i L8 Evacuate an Area Non-Kinetic Solutions:
: Radar - Deploy a Fog Grenade RF/GMSS Jamming
i el
Blindthe Drone Camera g — RFIGMES Spoofing
| Threat responses which do not interact with the drone in any way but can actively or passively mitigate the threat it poses DRONEIl.cOom

source; DRONEI.com 215 January 2020 DROME INDUSTRY INSIGHTS




detection & mitigation technologies for UAS?

FORTEM SKYDOME™

D = Comprehensive Coverage D

= Powerful, Easy Management
= Safe Mitigation Options

FORTEM DRONE HUNTER™

O . = Autonomous flight and drone capture
U N - Safe Netgun and Tether
d
p

Careless, Clueless, Criminal or - Allows Forensic Analysis

Terronist Drone Disrupting
Airport Activity
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( Comprehensive, unified responses with the world's top-class combination of physical security and cyber security

X
oes‘{ o Cyber-physical security 94"6’
8% o % %

>
0\0% er‘ Integrated and unified response when cyber and physical security '°o//. ”«9/

e€}‘° (\o“ ~ Mmeasures are combined | c/é& Q%
C @ (Development/Activities of automatic monitoring technologies) ‘0. 8

Cyber monitoring Physical monitoring
(networks, servers, etc.) (guarding & crime prevention)

Cyber security Physical security

Defending airports from UAS: A survey on cyber-attacks and counter-drone sensing technologies
Sensors, Vol. 20, 2020. Available at: https://www.mdpi.com/1424-8220/20/12/3537
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