
GUARANTEED FAILURE!  
Awareness The Greatest Cyber Insanity 



WHO THINKS INFOSEC IS 
DOING A GOOD JOB?



▸ Breach detection times are over 90 days 
▸ Breaches are up  
▸ All security controls can be bypassed 
▸ Ransomware Incidents are up  
▸ Good hackers can’t be stopped!

▸ Cyber spending at record high 
▸ Spending increases nearly 10% every 

year.  
▸ Global cyber spending is expected 

top $1 trillion between 2017-2021



IN NO WORLD IS BACKWARDS MOVEMENT PROGRESS!

▸ Compliance is still thought of as the destination instead of the starting point 

▸ Budget is driven by compliance instead of risk  

▸ Everyone is reactive instead of proactive  

▸ Example: we don’t future proof our tech 

▸ We treat symptoms instead of the cause  

▸ Dangerous Misconceptions 

▸ Cyber is a human problem - not a tech problem

WHY WE ARE FAILING



PEOPLE ARE LIKE COMPUTERS HARD TO TRAIN EASY TO PROGRAM

THE HUMAN SIDE OF SECURITY



PEOPLE ARE LIKE COMPUTERS

HOW WE CAN FIX THE PROBLEM

HARD TO TRAIN EASY TO PROGRAM





TOP 10  
EPIC AWARENESS FAILS



10
TOP 10 EPIC FAILS! 

UNDER QUALIFIED AND OVERWORKED STAFF

▸ Security staff tend to be overworked  

▸ Security staff don’t know psychology 

▸ DIY programs get underutilized  

▸ The best DIY program in the world is only as 
good as the operator



TOP 10 EPIC FAILS! - #10 UNDER QUALIFIED AND OVERWORKED STAFF

TRUE STORY 

▸ 2500 employees  

▸ Designated as US Critical Infrastructure  

▸ 3 Cybersec staff members  

▸ Already dealing with dashboard overload  

▸ CTO decided to purchase KnowBe4 

▸ They sent a total of 2 phishes the entire year because the staff was too busy to 
manage yet another control. 

▸ Yes of course we were able to break in and gain access to infrastructure controls
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TOP 10 EPIC FAILS! 

POOR USER ENGAGEMENT 

▸ Users don’t care 

▸ Users have a false sense of security 

▸ No penalties for dangerous behavior  

▸ No rewards for secure behavior  

▸ No top down support (CEO not CISO) 

▸ Lack of emotional tie in  

▸ Missing user performance feedback 
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TOP 10 EPIC FAILS! 

POOR OR MISSING DATA COLLECTION

▸ How many phishes clicks? 

▸ What types of phish for each click? 

▸ Are employees participating? 

▸ What do they need to improve on? 

▸ How long before they relapse? 

▸ If you can think it - measure it!

You can’t fix what you don’t measure
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TOP 10 EPIC FAILS! 

POOR RISK INSIGHT

▸ What are my KPIs? 

▸ What employees pose the most risk? 

▸ What departments pose the most risk? 

▸ Do some locations cause more risk than others? 

▸ Who is improving?  Who isn’t improving? 

▸ Are different departments vulnerable to different risks? 

▸ Sensitive info users (DA, HR, finance) 
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TOP 10 EPIC FAILS! 

LOW FREQUENCY TRAINING

▸ Lack of repetition  

▸ Not keeping security front of mind 

▸ Not taking advantage of all touch points 

▸ Threats evolve daily, not yearly, quarterly or monthly 

▸ Infrequent Training Causes Over Complex Messaging  

Always remember psychology
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TOP 10 EPIC FAILS! 

BORING CONTENT

▸ Content too lengthy  

▸ Over-complex messaging  

▸ Content doesn’t entertain 

▸ Content intimidates Users   

▸ Content is painful to watch

You can measure effectiveness by content length
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TOP 10 EPIC FAILS! 

ONE SIZE FITS ALL

▸ Programs don’t adapt to individual user needs 

▸ Phishing exercises should adapt to user risk trends 

▸ Different people present different risk 

▸ Not everyone needs the same training 

▸ Not everyone learns the same 

▸ One size fits all is inefficient 

▸ Different roles have different training needs

Treating everyone the same is INSANE



ARE YOU SETTING YOURSELF 
UP FOR FAILURE?
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TOP 10 EPIC FAILS! 

MISSING JUST-IN-TIME (JIT) ENGAGEMENT

▸ Mistake realization anchors lessons in memory 

▸ No JIT is a wasted opportunity  

▸ Missing follow-up emails  

▸ Exploiting instead of conditioning 

▸ No phone based follow up for high risk users 

▸ Overly complex landing pages 

This is embarrassing





ARE YOU SETTING YOURSELF 
UP FOR FAILURE?
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TOP 10 EPIC FAILS! 

MISSING EMOTIONAL ANCHORING

▸ Emotional anchoring  

▸ Increases retention 

▸ Builds impact  

▸ Pushes engagement  

▸ Scientifically proven   

I won’t soon forget this
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TOP 10 EPIC FAILS! 

LOUSY HUMAN VIRUS DEFINITIONS

▸ More phishing == more virus definitions 

▸ Condition users to watch for red flags  

▸ All trending threats should be accompanied by simulations 

▸ The only fix for spear phishing is spear phish emulations  

▸ Users are over 70% less likely to click if they first see from you

I don’t know why, but I don’t trust this email



@THREATEVENTS #INSIDERTHREATSUMMIT #ITS4 @PPLSEC

TOP 10 RECAP
10.  Under-qualified and overworked staff 

9.    Poor user engagement  

8.    Poor or missing data collection 

7.    Poor risk insight  

6.    Low frequency training 

5.    Boring content  

4.    One size fits all  

3.    Missing JIT (just-in-time) engagement 

2.    Missing emotional anchoring 

1.    Lousy human virus definitions



CLOSING THOUGHTS
▸ Would you let your 13 year old get into a car without any training and/or 

practice?   

▸ might kill themselves  

▸ Letting your employees access a  
computer without proper training  

▸ might kill your business 



ARE YOU SETTING YOURSELF 
UP FOR FAILURE?



QUESTIONS?
Joshua Crumbaugh 
Chief Hacker @ PeopleSec, LLC 
844-40-PHISH x 700 
joshua@peoplesec.org 
Twitter - @NagaSecurity 
Linkedin - https://www.linkedin.com/in/joshuacrumbaugh/ 



THANK YOU!


