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A GLOBAL PERSPECTIVE

5,000 experts
trained
globally

1,400
corporate
customers

Staff in 15
countries

Projects
delivered in
85 Countries

Global Sector
Expertise
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99.999>?: TODAY’S CHALLENGE:
BEATING DOWNTIME

Despite Claims Downtime impacts organizations in many ways:
* Loss of Revenue
* Reputational Damage

* Reactive Engineering, focused on problem solving

= Market -
e (e London Stock Exchange suffers worst
IT outage leaves UK bank customers unable to outage in8 years
pay bills eI e e Published: Aug 16,2019 7:57 am. E1
US payments company TSYS apologises for problems that | T OWET outage at Denver data center
Bank ' took down services at Nissan North
America
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BIGGEST CAUSES OF SERVICE FAILURE\
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CAUSES OF 100 MAJOR PUBLIC OUTAGES
(JAN 2016 - JUN 2018)

I Power
¥ Network

IT Systems
B Security Issue

| Not Revealed/Not
Determined

I Fire
|\ Fire Suppression

- Cooling or Mechanical

Source: Uptime Institute, 2018

What was the primary causel[s] of your orgamzatlons Iargest most recent incident
or outage? Select multiple causes if required.

B On-premises datacenter power failure
I Network failure

Software, IT Systems error
B On-premises datacenter failure (not power-related)
I Managed hosted services provider downtime incident
[ Colocation provider power failure
|7 Public cloud or SaaS downtime incident

Security related

[ Unknown

Source: Uptime Institute, 2018, n=285

Major public failures (Uptime Institute Research)
Primary cause of outage:

1. Power

2. Networks

Uptime Institute Research Survey 2018
Primary cause of outage:

1. Power

2. Networks
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OUTAGES HAVE MORE CAUSES,
WIDER EFFECTS

G pany
Itatacenter)s)

A Pigiis cancailas
L, Tuacerty aamings
ARpeied o 10,

L T T —
M 13 boar g, nﬁubmnl'r-t::' e mulply B L P e —

* Causes span across applications, data | e S
bases, networks & facilities o

S5 fracial arliulsaTs ‘

s) [T ey )
: S ystom for marayiyy e \;hrim‘-:lh
Fr;-\ﬁ.‘-Fuﬂl“B"“ g B (0 FlAe. AntaTASE N

pmi oy sk _
o rom fre sUpET hoars, Many Sorage

S 10 Barking pyeeTE ramuagees sansne of S dfeRs v o] B
G Buctorast Tagncd

[rON— sicateal trggaeed SAN

« Complexity & interdependencies L — e
complicate diagnosis, recovery

perty
- B e 0525 G gy
e H < e . : (e ‘55‘-15:::“ &ém:ﬁ:’jﬁw ""‘"“""""-M
olistic approach & careful planning is o PIRGGZ L N
required to understand vulnerabilities e ST i,
frenm e m::?_:‘t&s ::’:"’m ey
2 m"&?::&% . ® Moty Hopuatony
o0 drps LT :;:mmm

Source: Uptime Institute Research, 2018

Uptimelnstitute’
T



MORE CHALLENGES: COVID-19

* Remote Workforce puts strain on corporate networks

f vy in@

* Challenges around sharing | | — | 2

Resources

e Cybersecurity implications

#  Home ' Webinars  Webinar COVID-19 & Mission Critcal Infrastrocture: Update B QEA with Uptime institute

® Access tO Data Ce nte IS Webinar: COVID-19 & Mission Critical Infrastructure: Other Receiit Webirars

Update & Q&A with Uptime Institute from Uptime Institute

[ ]
e Deferred Maintenance presencation T
Webinar: COVID-19 & Mission Critical Infrastructure; Update & Q&A with Uptime Institute

The Critical Update - 20 2020
Speaker: —
° Andy Lawrence, Executive Director of Research,
PY B eyo n d re m Ote WO r kl n g . Rhonda Asclerto, Vice President Research,
. Fred Dickerman, Sendor Consultant,
Chris Srown, Chief Technical Officer, Webinar: Reducing Infrastructure

Todd Traver, Ve President IT Optimization and Strategy, Risk: The Essential Guide to Tier
Amber Villegas Williamson, Consultant Cantification

 More stress on payment o

Hear the iatest on how operators and awners of mission critical infrastructure are affected by, and respondang
to the COVID-13 pandemic, This session will include an extended Q&A session with Uptame Institute experts, In

Upehene st
p ro C e S S O rs which we respond 1o live guestions and to some of thaose recelved over the past two weeks. S

The Criticsl Update ~ 2Q 2020

UptimeInstitute
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UPTIME INSTITUTE DIGITAL RESILIENCY
FRAMEWORK

TESTING CAPABILITY DEVELOPMENT

RELIABILITY IMPACT ANALYSIS
FOR APPLICATIONS

INTELLIGENCE
NOILLYONa3

DIGITAL RESILIENCY
ASSESSMENT
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LEARN FROM YOUR PEERS: DIGITAL
RESILIENCY ASSESSMENT

Developed in collaboration
with fortune 100 enterprises,
Cloud providers, Networking

companies, Data center
providers, and leading Ul

\ experts and consultants /

\_

/Delivered by Ul consultants aeRe=ee-2=
with PhD level qualifications _ES s

and decades of experience
working across the IT
infrastructure, with deep

industry expertise, working £

with regulators
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DRA OVERVIEW

* Objective

* Validate an organization’s service delivery to ensure maximum availability,
maintainability, and reliability of all the business lines it supports

 Approach

 Conduct a series of face to face workshops and interviews, as well as desk
review of service documentation (architecture, processes, etc.), to evaluate the
resiliency framework effectiveness across DRA’s five areas

* Scope
e A mission-critical Business Service
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Combination of platforms required to deliver Business Services

®o Organization
[

9 Management
and Control

.‘o

¢ Q Services X Applications
g" Platforms - — and Data

- Architecture

Data Center

Network

X

Comprehensive platform assessment of service resiliency
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BUILD A RESILIENCE SCORECARD

* Effectiveness scored for each digital
resiliency element

* Provides visibility into resiliency
effectiveness

* |dentifies strong and weak elements

Organization, Control and Management

Effectiveness

Corporate Policies and Priorities

Organizational Culture and Empowerment

Organizational Structure and Accountability

Business and Technology Reguirements Alignment

Resiliency Risk Management program

Applications and Data Architecture

Architectural Documentation

Performance targets identified and tracked

Critical path items required to deliver SLA

Fail safe mechanisms (circuit breakers, load balancer

Resiliency testing regimen

Services Platforms

Service Resilience and Fault Tolerance

Computational resources and services

Storage resources and data services

Communications resources and services

Load balancing and failover capabilities

Netw ork

Geographically Diverse Physical paths

Recovery Path

QoS Compliant during failover

Automatic Switching between Sites

Auto recovery from failure mode

Data Center

Electrical system design redundancy

Mechanical systems design redundancy

Critical Distribution

Computer room cooling

Operational Maturity
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ESTABLISH: Reliability Impact

Analysis for Applications

* RIMA is a unique framework for failure mode analysis, for Digital
Services

* In a series of workshops, you will learn how to assess mission-critical
applications on their SLO performance

 Works with wide-ranging sources of input, RCA, documentation,
historical data and external sources and more

* Output helps drive business decisions around where to spend IT
budget to improve reliability and availability

e Uptime Institute provides tool set on which to further develop
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BUILD TESTING CAPABILITY

* As Businesses mature and deliver more services with expanding
features, so does the need for comprehensive failure testing

* Without adequate testing capabilities in a production environment, an
organization relies on incidents to discover gaps in resiliency

e Effectively turning your customers into testers

* Proactively identify failure before they become incidents Testing in
Production Environment
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FOUR PHASES OF DEVELOPMENT

1S )
Preparation

Identify and implement technical, organizational and knowledge capabilities required for
live testing.

Non-Production Testing

Develop the ability to conduct critical dependency failure in non-production environment.

Production Testing

Introduction of failures in production environment.

Full Integration

Achieve a much higher level of automation in testing and integrate reliability testing within

Continuous Integration (Cl) and Delivery (CD) practices.
5= two-day workshop
Uptimelnstitute’
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EDUCATE: YOUR STAFF ON
RESILIENCY PRINCIPLES FOR DIGITAL
INFRASTRUCTURE

* Gain a fundamental understanding of resiliency and the requirements
to deliver highly available services, across the organization

e Learn the resiliency concepts and approaches available to them to
build resilient applications and infrastructure

 Understand the need for application reliability scoring as a tool to
decrease downtime
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Summary

YOU HAVE YOU HAVE YOU HAVE YOU HAVE
mult- .
established a

a structured .
. |dentified L
understanding . disciplinary
operational and clear path for
stakeholders .
improvement

of critical IT .
Infrastructure .

Inputs to .
and baseline

Infrastructure .
. . risks based on .
used In service R evaluation of
) priorities ) re-assessment
delivery effectiveness
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VISIT

WWW.UPTIMEINSTITUTE.COM ¢
FOR MORE INFORMATION

Uptime Institute is a division of The 451 Group, a leading technology industry analyst and data company. Uptime Institute has office locations in the U.S., Mexico, Costa
Rica, Brazil, U.K., Spain, U.A.E., Russia, Taiwan, Singapore, and Malaysia.
© 2020 Uptime Institute, LLC. All rights reserved.
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