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GDPR 25.05.2018 -25.05.2019

. . GDPR ONE YEAR ANNIVERSARY
b SO0.000 + Data P rotectlo n Offl Ce rS Hundreds of thousands of cases — and the DPOs to handle them

« 350.000+ DPO AnAwpevol
e 200.000+ MepImTWOELG

¢ 94.000+ Mopamova

« 64.000+ Data Breaches

« €56.000.000+ lMpooTipa

EANGOQ
« 930 KatayyeAieg

¢ 139 [VWOoTOTIONOELG
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Aitwa Meprotatikwy MapaBiaong AcPaAeLag
Ac@aAlopévwy Apeplkavikwy Etaipuwy 2017

P Ransomware
B Hacker
B Malware/Virus

B Business Email
Compromise

[ Phishing

B Rogue
employee

Legal Action
B Staff mistake

B Lost/stolen
laptop/device

Programming
Error

2 All Other

2018- Net Diligence Cyber Insurance Claims Report
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Ransomware

=

highest ransom
Beazley paid in Ne

2018

highest ransom demand
reported to Beazley in 2018

Source Beazley Breach Insights May 2019
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Ra nsomware Ransomware incidents

by industry
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Source Beazley Breach Insights May 2019
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Tw elvar n ac@aAwon Cyber Insurance

H ao@daAion Cyber Insurance kaAUTITEL TIG OLKOVOULKEG ZUVETTELEG
TIOU MTTOPOUV VA OTIEIANCGOULV TNV PLWOLLOTNTA ULOG ETALPLAC N OTtolx
TEPTEL OV EVOG TIEPLOTATIKOU TTAPAPBiaong ACPRAELXG

KOl JE TLG LTINPECLEC TIOL TIPOCPEPEL
Kavel To MAavo Avtipetwmiiong MNMepLoTatikwy AELTOUPYLKO
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Awxyeipion Meprotatikwy Mapapiaong Ac@aisiag

DISCOVERY OF
A BREACH EVALUATION
OF THE BREACH

MANAGING THE HANDLING THE
SHORT-TERM CRISIS LONG-TERM
CONSEQUENCES

NOTIFICATION CLASS-ACTION
AND CREDIT LAWSUIT
LEGAL MONITORING

REVIEW
REGULATORY FINES,

PENALTIES AND
DATA RECOVERY CONSUMER REDRESS
AND BUSINESS
REPORT INCIDENT TERRBTION
EXPENSES

FORENSIC
INVESTIGATION
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H ao@aAion Cyber Insurance kavel Asttoupyiko to IRP

Incident Response Manager

Forensics Investigators (Epsuvnteg HAeKTpOVIKOU EYyKANUOTOC)

E€cldikeupevol Alknyopol
Ewdikol Alaxeiplong Kploswv

Evnuepwon Medatwv (web, customer care, direct mail)

ElS1koUg SlompayaTeLTEG O TIEPITTTWON EKPLACUOU

‘Eupeon & KatafoAn Autpwv og Bitcoin

' Our Incident Response Plan
goes sometbmg like this...



http://www.cyberinsurancequote.gr/

Noyol Ayopag AcpaAiong Cyber Insurance

News of cyber-related losses 6%
experienced by others

Experiencing a cyber-related
loss

— Required by a third-party (e.g. 42%
customer)

Increased education 40%

Board or senior management 399
demand

Regulatory changes 33%

Partner Re: Survey of Cyber Insurance Market Trends 2018
% | Coverholder at www.cyberInsurancequote.gr Data Privacy& Protection Conference 2019
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Adéyol pn ayopag ac@aAiong cyber insurance

N e 5
EXPOSUres
N voraos N 56%
cost [N 42%
Application process _ 35%

Partner Re: Survey of Cyber Insurance Market Trends 2018
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GDPR & Cyber Insurance

« O Tevikog Kavoviouog lMpootaciag Asdopevwv (GDPR) tng EE
avgavel tnv {NTNON Y& A0POAEL 0TOV KuPepvoxwpo KaBwg ot
kavoveg Tou GDPR vioBetouvtal oe OAO TOV KOGUO

« O Kivéuvog TWV OLKOVOMIKWY TIPOOTIMWY OTPEPEL T OTEAEXN TWV
ETALPLWV OE TILO EVEPYN OLXXELPLON TWV KIVOUVWVY TIOU TIPOKUTITOLV
OTTO TIEPLOTATIKA TIAPABLAONG ATPAAELOG KOL ATIWAELOG SEOOUEVWIV

« ‘Exoupe avénon Twv AOQOAICUEVWV ETAPLWV Kol avénon Twv
oplwv ac@aALong

CROMAR | coverholder at www.cyberInsurancequote.gr Data Privacy& Protection Conference 2019
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Ta MEPLOTATIKA TTAPAPIACNG XTPAAELXG OEV
gvepyomolovv povo thv Apxn MNpootaciag Npoocwtikwv
Agdopévwv

30 APR 2018 | Alert

Steven R. Chabinsky | Michelle Rutta ] Colin J. Diamond | Dov Gottlieb I Inna Yevmenenko

SEC Fines Yahoo $35 Million for

Failure to Timely Disclose a
Cyber Breach

M Coverholder at www.cyberlnsurancequote.gr Data Privacy& Protection Conference 2019
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Cyber Secure Solution
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Cyber Secure Solution

¢ AauBavovtacg umoyn TIg ouvOnkeg TNg ayopag n Cromar oxediaoes TNV Avon
"Cyber Secure Solution” n omoia:

* TIPOOPEPEL dwpeav mpocfaon otnv Ppafsupevn Ao TNV Ayopa TWV

Lloyd's ekmoudeuTikn pnxavn www.cyberinsurancequote.gr

* TIPOOPEPEL OWPEAV EKMALIOEVON OTA OTEAEXN TNG OOQPOALOHPEVNG
gTalpilog
« Olvel Tnv duvatotnta mpooPacng oe e€sldikevpeveg Avoelg Cyber Crime

Insurance Tov apexovTal amo TNV ayopa Twv Lloyd's

Q_ZQ,(\_OAA_R ‘ Coverholder at www.cyberInsurancequote.gr Data Privacy& Protection Conference 2019
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* Best coverholder innovation - Cromar: Education engine around cyber risks
www.CyberlnsuranceQuote.gr is the first marketplace platform of its kind dedicated exclusively to cyber insurance, and is used as an education
tocl around cyber and data privacy risks for small companies in Greece.

Cyber & Data Privacy Insurance Quote
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Education Engine around Maritime Cyber Risks
www.maritimecyberinsurance.com

CROMAR

INSURANCE BROKERS LTD

Magﬁlme Cyber Fmsuraﬂce

e

Assess Plan Secure - Insure

CROMAR | coverholder at www.cyberInsurancequote.gr Data Privacy& Protection Conference 2019
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Cyber Privacy Risks Advisors — LinkedIn Group

#  htips/ Awww.linkedin.com, pa/5144 8 0 ¢

3.204 members See all
Nikos Georgoposlos, MBA n—— I I i
cyRM, COPO Owner | Invite members
SanBg guoup [ start a conversation in this group B Cn B About this group 4
Thes group discusses ssues related to Privacy and
Racent Data Breach Management. We encourage
&N Robert Siclflano « 12t ans Information Security. Legal, Compliance,
. ‘ . B POBkRy |} 00N Governance Risk. Crisis Communication Managers
& and Customer Care Managers to participate by
L Nt r e 3 Cubare =17 Trv Eacebon
& ! Want to b2 3 Lybercriminad? Iry Facebook debating the need for regulations and sharing
2
& - Show morme v
& When you think of 3 cybercriminal. you probably picture someoneina b s
Group admin
& Nikos Georgopoulos, MBA,
&7 ) <yRM, COPO
o) 1 U Owner
) Cyber Rusks & Data Protection
Insurance Adviser - Centified DPO |
- Cromar Coverholder at Lioyds 1 Co
Followed Hashta

Founder DPO Academy
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Cyber + Crime Insurance pg pia HXTLX

H acgpdhon Cyber Insurance kaAOmrer:

&

EvBivn Avtamékpion DMaxom Kupepvoskpraopd AdMa Evrodr ThAEMKoWVWVIAKT MtotknTikd
svavm Tpitwy OTa MEPLOTATIKA Epyaciav pETagopac YpnpdTwy Amarn Mpdonipa

M Cromar Cyber

INSURANCE BROKERS LTD
Insurance Calculator
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MAgovekTNHAT

«  Awpeav Mpocofacn otnv Bpalevpevn EKTIALOEVTIKN NXOVN
www.cyberinsurancequote.gr

E€eldikeupevn Opada Yrtootnpéng MeAdatwv/ Zuvepyatwyv
Ertidoyn Twv KOAUTEPWVY AVGEWV TIAYKOCOMLIWG
« Aflomotio & Pepeyyvotnta Twv Lloyd's

1LLOYDS THEWORLD'S SRECIALIST

INSURANCE MARKET

CW_ROMAR Coverholder at www.cyberlnsurancequote.gr
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Nikog NswpyomouAog
Cyber Privacy Risks Insurance Advisor

Email: nikos.georgopoulos@cromar.gr

T 210 8028946 (120) , M 6948 365033 LinkedIn Profile

www.cyberinsurancegreece.com , www.privacyrisksadvisors.com. www.cyberinaurancequote.gr . www.dpoacademy.gr

LinkedIn Groups. Cyber Privacy Risks Advisors , The DPO Academy
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