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- Cyber Security Challenges
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Cybersecurity Challenges
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Global Interconnection
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Demanding Business
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Compliance & Regulations




Limited Resources
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The Perimeter Has Vanished

Shift to Cloud

User-Developed Mobile

Applications Composite Applications and

Application Proliferation
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Explosion of Data
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Sophisticated Attacks
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Intrusion

Preparation
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Advance Malware
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The Art of Artificial Intelligence Big
for Data Breach Management et
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Intelligence Driven SOC

TRANSFORMING SOC TO SIG

Uses Intelligence Driven Defense® solutions to focus on the
threat landscape beyond individual incidents

————— S IC BENEFITS |/

Leverages intelligence Focuses on people SECURITY Enables 24x7 security Conmumunicates patterns
analysts versus vendor and collaboration INTELLIGENCE coverage withoul and trends rather than
and alert reoction rather than tools CENTER reqguinng full-time staffing event-by-event analysis

Knowledge
Management

Intefligence

F_ = Reporting
Gathering ~ e - Incident

Response

LEARN MORE ABOUT SOC TO SIC BENEFITS
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Netbull Threat Management Platform
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(based on IBIVI Qracdlar)
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Artificial Intelligence
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User and
Entity
Behavior
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Network
Behavior
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Security
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Security Orchestrator (1/2)

— IBM QRadar

Dashboard Offenses Log Activity Network Activity Assats Reports Admin

User Analytics

Watson Investigations / |D: Offense 802
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Key findings for

Username

Default | Investigated

Key Observables
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Concern | Type
Critical %
Critical %
Critical %
Critical %
Critical 2
Critical b
Critical Y
Critical h

Found Locally

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Relnvestigate Graph Relationships

320 PM

Last investigation a day ago, on Februaty 20, 2019

Offense Disposition Analysis

Based on the analysis of past similar offenses, the offense disposition analysis anticipates the following
closing reason will be used:

Non-lssue | [ 11

MITRE ATT&CK Tactics

Initial Access Command and Control

Insights

The Watson analysis of 25 observables from this offense has finished. "UltraThreat URL Feed" threat
intelligence was used for the investigation. The reasoning process has not found any additional indicators
that are related to this offense. Seven indicators were related to suspicious activity, and all indicators were
active. In particular, six files and one URL have been found, which are known to be suspicious or malicious.
Six assets appear to have executed malware;

and . The following malware family types might be linked to the offense: *
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Security Orchestrator (2/2)

A Not Secure  hitps://172.16.60.10/conscle/gradar/jsp/QRadar,jsp
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Network Behavior Analysis

W DARKTRACE
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User Behavior Analysis

IBM QRadar Secunty Intelfigence

Dashbowrd OFenses LogActiwity Network Actiwly Assels Forensics Reports Risks  Viinerabiiiies Admin ISR EENEE

Quick insights

Montored Usen

32

@)

.

16k
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System Score (Last 24 Hours)

Risk Category Breakdown (Last Hour)

Recent Sense Offenses
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Entity Behavior Analysis
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Thank you for the attention!

n.Kladakis@netbull.gr
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